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^oss Reference to Related Applications 

This application claims priority under 35 U.S.C. § 1 19(e) to United States Patent 
Application No. 60/208,891 entitled "Method For Client-Side Personalization" by 
McCullough filed on June 2, 2000, which is assigned to the current assignee hereof 
and is incorporated herein by reference. 



F/ELD OF THE INVENTION JWxs invention relates in general to methods and data 
processing system readable media, and more particularly, to methods of 
communicating between a user and a network site and data processing system 
readable media for carrying out those methods. 

DESCRIPTION OF THE RELATED ART\Nhen using the internet to access information, 
a user may, knowingly or unknowingly, be sending personal data regarding himself or 
herself to a website. This information may be in the form of cookies, preferences, or 
profile data files. The server may extract the personal data from the cookies, 
preferences, or profile data files to be used with personalization rules that are pa rt^ of 
the personalization logic used at a website. That personal information may be used in 
constructing a page to be sent to the user. Server resources are consumed in 
preparing the personalization logic to be executed. This may limit the number of 
users that can access the website, slow response times of the website, or require more 
computer-related resources to maintain service levels compared to a system where 
personalization was not used. 
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[0003] The user may have concerns with the transmission or use of his or her personal 
information. Cookies may be placed on the user's computer by the website during a 
prior visit. 

[0004] However, the user may not wish to have the information within that cookie used 
during a subsequent visit to the website because a user profile may be generated by 
the website over a period of visits. 

[0005] Preferences may be set by the user for the computer's operation, for a browser 
application, or a combination thereof. Some of the preference information may be 
sensitive to some users. Other information within the preferences may not be 
sensitive when examined in isolation (one preference by itself). However, when taken 
in aggregate (all preferences), the likelihood of identifying a user may be more likely 
due to a "unique" combination of a large number of preferences that a user may 
01 specify. Profile data file(s) may be generated by the user or by a third party. The 

n profile data file(s) may be transmitted when using the browser. 

01 [0006] As an alternative, the user may use third-party anonymizing services so that the 
^ server computer for a website would be less likely to identify the user. These services 

Q are not a guarantee that personal information of the user will not be sent to another 

p party. More particularly, the anonymizing service may accidentally send information 

^ that it is not to be disclosed to others. Additionally, some third-party services may 

M= consider selling customer information in an effort to raise funds or may be required to 

sell the confidential customer information by a trustee in bankruptcy. Therefore, the 
user relies on another party outside its control to manage personal information of the 
user. 

[0007] A need exists for allowing personalization without using any more server 

resources than is needed. A need also exists for a user to determine what personal 
information is being sent to a network site in order to obtain information from that 
network site. 

Summary of Invention 

[0008] 

A method or data processing system readable medium can be used for 
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communications between a user and a network site. The method or medium may 
allow a user to determine what, if any, personal information should be transmitted to 
the network site. In one embodiment, the user may generate personalization logic and 
send it and a network address to the network site. The server computer at the network 
site may be able to accommodate more users or can respond to them faster because 
the user may generate the personalization logic rather than the server computer 
having to generating it. 

[0009] In one set of embodiments, a method of communicating with a client data 

processing system can comprise receiving a first communication from the client data 
processing system. The first communication may comprise a request for a 
personalization rule. The method can also comprise sending to the client data 
processing system the personalization rule. The method can further comprise 
receiving a second communication from the client data processing system. The 
second communication may comprise a network address for a network site and 
information corresponding to the personalization rule. 

[001 0] In another set of embodiments, a method of communicating with a network site 
can comprise sending a first communication to the network site. The first 
communication may comprise a request for a personalization rule. The method can 
/ also comprise receiving from the network site the personalization rule. The method 
can further comprise sending a second communication to the network site. The 
second communication may comprise a network address for the network site and 
information corresponding to the personalization rule. 

[001 1] In still another set of embodiments, a method for a user to communicate with a 
network site can comprise receiving a first communication from a user. Other than a 
network address for the user, the first communication may not include information 
substantially sufficient to specifically identify the user. The method can also comprise 
receiving a second communication from the user. The second communication may 
comprise a network address for the network site and a user a user information for a 
user corresponding to a personalization rule, wherein the user information is not part 
of the first communication. 
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[0012] In still other embodiments, a data processing system readable medium can have 
code embodied within it. The code can include instructions executable by a data 
processing system. The instructions may be configured to cause the data processing 
system to perform the methods described herein. 

[001 3] The foregoing general description and the following detailed description are 
exemplary and explanatory only are not restrictive of the invention, as claimed. 

Brief Description of Drawings 

[001 4] The present invention is illustrated by way of example and not limitation in the 
accompanying figures, in which: 

[001 5] FIG. 1 includes an illustration of a hardware architecture for carrying out methods 

O of communicating between a user and a network site; 

3-3-= 

[0016] FIG. 2 includes an illustration of a data processing system readable medium 

H= including software code; and 

7\ [0017] FIG. 3 includes a process flow diagram illustrating a method of communicating 
between a user and a network site. 

s 

[001 8] Skilled artisans appreciate that elements in the figures are illustrated for simplicity 

N= and clarity and have not necessarily been drawn to scale. For example, the dimensions 

a : 

of some of the elements in the figures may be exaggerated relative to other elements 
to help to improve understanding of embodiments of the present invention. 

Detailed Description 

[0019] Reference is now made in detail to the exemplary embodiments of the invention, 
examples of which are illustrated in the accompanying drawings. Wherever possible, 
the same reference numbers will be used throughout the drawings to refer to the 
same or like parts (elements). 



[0020] 



A method or data processing system readable medium can be used for 
communications between a user and a network site. The user may request a 
personalization rule from a network site. The request may not.have enough 
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information for the user to be specifically Identified. After receiving the 
personalization rule from the network site, the user can send user information 
corresponding to the personalization rule. The user has more control over his or her 
personal information and does not have to rely on a third party. The server computer 
at the network site may be able to accommodate more users or can respond to them 
faster because the user may generate personalization logic rather than the server 
computer having to generating it. 

[0021] A few terms are defined or clarified to aid in understanding the descriptions that 
follow. A network includes an interconnected set of server and client computers over a 
publicly available medium (e.g., the internet) or over an internal (company-owned) 
system. A user at a client computer may gain access to the network using a network 
access provider. An Internet Service Provider ("ISP") is a common type of network 
access provider. A network address includes information that can be used by a server 
computer to locate information, whether internal to that server computer or at a 
different, remote computer or database. Uniform Resource Locators ("URLs") are 
examples of network addresses. A network site corresponds to a location specified by 
a network address. A website is a common type of network site. Note that the 
examples given within this paragraph are for purposes of illustration and not 
limitation. 

[0022] Before' discussing embodiments of present invention, a hardware architecture for 
using embodiments is described. FIG. 1 illustrates an exemplary architecture and 
includes a client computer 12 that is bi-directionally coupled to a network 14, and a 
server computer 1 6 that is bi-directionally coupled to the network 1 4 and database 
1 8. The client computer 1 2 includes a central processing unit ("CPU") 1 20, a read-only 
memory ("ROM") 1 22, a random access memory ("RAM") 1 24, a hard drive ("HD") or 
storage memory 1 26, and input/output device(s) ("I/O") 1 28. The I/O devices 1 28 can 
include a keyboard, monitor, printer, electronic pointing device (e.g., mouse, 
trackball, etc.), or the like. The server computer 1 6 can include a CPU 1 60, ROM 1 62, 
RAM 1 64, HD 1 66, and I/O 1 68 similar to corresponding items in client computer 1 2. 

[0023] 

Each of the client computer 1 2 and the server computer 1 6 is an example of a 
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data processing system. ROM 1 22 and 1 62. RAM 1 24 and 1 64, HD 1 26 and 1 66. and 
the database 1 8 include media that can be read by the CPU 1 20 or 1 60. Therefore, 
each of these types of memories includes a data processing system readable medium. 
These memories may be internal or external to the computers 1 2 and 16. 

[0024] The methods described herein may be implemented in suitable software code that 
may reside within ROM 1 22 or 1 62, RAM 1 24 or 1 64, or HD 1 26 or 1 66. In addition to 
those types of memories, the instructions in an embodiment of the present invention 
may be contained on a data storage device with a different data processing system 
readable storage medium. FIG. 2 illustrates a combination of software code elements 
204, 206, and 208 that are embodied within a data processing system readable 
medium 202 on HD 166. Alternatively, the instructions may be stored as software 
code elements on a DASD array, magnetic tape, floppy diskette, electronic read-only 
memory, optical storage device, CD ROM or other appropriate data processing system 
readable medium or storage device. 

[0025] In an illustrative embodiment of the invention, the computer-executable 

instructions may be lines of compiled C Java, or other language code. Other 
architectures may be used. For example, the functions of the client computer 12 may 

be incorporated into the server computer 1 6, and vice versa. FIG. 3 includes an 

illustration, in the form of a flow diagram, of the structure of such a software 

program. 

[0026] Communications between the client computer 1 2 and the server computer 1 6 can 
be accomplished using radio frequency, electronic, or optical signals. When a user 
(human) is at the client computer 1 2, the client computer 1 2 may convert the signals 
to a human understandable form when sending a communication to the user and may 
convert input from the user to appropriate signals to be used by the client computer 
1 2 or the server computer 1 6. 



[0027] 



Attention is now directed to FIG. 3, which is related to a method of communicating 
between a user and a network site. The method can start with a user preparing the 
client computer 1 2 or a browser running on client computer 1 2 for use in accessing 
information at a network site as shown in block 302. The preparations may include 
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removing at least the cookie(s) that were placed upon the client computer 1 2 during a 
prior visit(s) to the network site. Alternatively, the user may remove all cookies from 
client computer 12 regardless of the specific network site from which the cookies 
originated. 

[0028] Alternatively or in addition to the cookie removal, the user may change at least 
one preference within a browser or other file. Many browsers have multiple user 
preferences with corresponding settings. In one implementation, all the preferences 
may be returned to the settings as originally determined (set) by the browser vendor 
(i.e., settings at the time the browser was sold or downloaded from the vendor). Some 
browsers may have at least one preference that should be or needs to be set around 
the time the browser is installed. For example, a browser may require a language 
selection to complete installation of the browser. In this instance, the browser may not 
have a language setting when originally purchased or downloaded by the user. The 
user may note only those preferences that he or she changed during installation of the 
browser. 

[0029] The user may further specify other settings for the browser preferences at a later 
time. The user may use a browser having browser preferences on the client computer 
1 2 to access the network 1 4 during a first time period. Before using the browser to 
access the network after that first time period, the user may change any or all of the 
browser preferences before sending any communications over the network 14 
including any communications to server computer 1 6. The user can prepare the 
browser by changing the preferences for his or her browser to the original settings as 
delivered by the vendor or as were changed only as required during installation. 

[0030] User profile data file(s) can be disabled, deleted, or modified. Disabling a user 

profile data file may include changing the filename, its extension, or moving the file to 
a different folder where the browser would not normally look for the file. Modifying 
may include changing information within the file. Therefore, disabling changes the file 
name or location, whereas modifying may makes changes internal to the file. 

[0031] cookies, preferences, and profile data can reside in files on HD 126 and may 

be disabled, deleted, or modified by the user at client computer 1 2. In any event, the 
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amount of information being sent over the network to the network site may be kept to 
a relative minimum or only include that information for which the user believes 
identification of him or her would be difficult. Therefore, the communication from the 
user to the network site may not include information substantially sufficient to 
specifically identify the user. 

[0032] A first communication can be sent from the user and received by the network site 
for personalization logic information as shown in block. 322 in FIG. 3. The user may be 
using the client computer 12, and the network site may be controlled by the server 
computer 16. From the perspective of the server computer 16, the communications 
are being sent to and received from the client computer (client data processing 
system) 1 2. This first communication may be a request for the personalization logic 
information. The personalization logic information, which may include one or more 
personalization rules, may be used by the network site in constructing a page, view, 
or other information that may be sent to the user at client computer 1 2. A request for 
personalization logic information can be thought of as including requests for 
personalization rule(s) and other information that may indicate how data is 
constructed before sending the constructed information from the server computer 1 6 
to the client computer 12. The personalization logic information can be sent by the 
network site and received by the user (block 342). 



[0033] 



A second communication, including personalization logic, can be sent by the user 
and received by the network site (block 362). More specifically, the user at client 
computer 1 2 may use the personalization logic information and insert his or her or 
own preference information, profile data, or other personal information into the 
personalization logic information received from the network site. In this manner, the 
user provides only that data required by the personalization logic. He or she may not 
be sending unnecessary amounts of personal information over the network 1 4 to the 
network site at server computer 1 6. The second communication may have the 
completed personalization logic appended to a network address for the network site. 
The network address may include a request for a page, a file, or other information 
within database 1 8 that may be provided by the server computer 1 6. The page, file, or 
other information is constructed consistent with the personalization logic provided by 
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the user. 

[0034] The user's ability to create the personalization logic from the personalization logic 
information is beneficial to the server computer 16. Because the personalization logic 
with the user's desired inputs are generated by the user (client computer 1 2), the 
server computer 1 6 does not need to extract personalization information from profile 
data, preference, or other files to be processed by the server computer 1 6. This helps 
to reduce the burden on the server computer 1 6 and may allow more users to use 
server computer 1 6. The server computer 1 6 should be able to deliver pages or other 
. information to all its users faster. 

[0035] The method can comprise sending a view, file, or other information corresponding 
to the network address in the second communication as shown in block 364. The 
server computer 16 may send that view, file, or other information over the network 14 
to client computer 12. The user can access that view, file or other information at client 
computer 12. 

[0036] If the user wants to provide additional personal information at a later time or 
during the same session, he or she can do so. This method may allow a user to 
Investigate a network site in more detail before sending personal information (via a 
cookie, preference, or profile data when using the browser) that the user would rather 
not send. 

[0037] By way of example, the first communication may include information that Is less 
likely to be able to identify a user specifically. Other than an Internet Protocol (IP) 
address, the information may be associated with many people or be considered less 
sensitive to many users. Examples of information that may be sent with the first 
communication may include only minimum information needed for an HTTP 
communication between the client computer 12 and server computer 16, a linguistic 
language information, a time-zone Information, an IP address, and a territorial 
Information. 



[0038] 



A linguistic language may Include any of the languages that humans normally 
communicate with one another outside of the computer industry (not a computer or 
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markup language). Examples include English. French, Japanese. Spanish, and the like. 
A territorial information may correspond to a territory that has a population of at least 
1.000 people. The territorial information may correspond to a state, a province, or a 
country. In some instances, the territorial information may correspond to a larger 
(highly populated) city, such as New York, London, Tokyo, Austin, and the like. The 
territory should not be selected such that the number of individuals is relatively small 
and makes identification of a user fairly easy. For example, a street on which the user 
lives or where the client computer 1 2 is located may have less than 50 people. The 
identity of the user may be easier compared to specifying a state, country, or larger 
city. 

[0039] The second communication may include information that is not included with in 
the first communication. That information may include information sensitive to the 
user or may be used by another party to stereotype the user based on factual 
information. Additionally, the user may not want to give information that uniquely 
identifies him or her. Examples can include the user's name, physical street address, 
mailing address (postal or electronic), age, race, religion, income, a consumer item 
preference, a consumer brand preference, a color preference, animal preference, a 
cookie, or the like. Note that some of the information may be part of a range. For 
example, the user's age or the income may be specified as a range rather than a 
precise amount. A consumer item preference may be for a particular type of product 
or service. For example, the user may like high-performance computers and heavy- 
metal rock music. Each of these is an example of a consumer item preference. A 
consumer brand preference may be for a specific maker of goods or services. For 
example, the user may prefer Ford trucks or Nordstrom ^" department stores. 
Skilled artisans appreciate that such information may disclose information from which 
stereotypes or inferences regarding the user may be drawn. 



[0040] 



The methods and data processing system media for carrying out those methods 
may be beneficial to the user and the network site. More specifically, the user has 
better control over his or her or own personal information. The user can use no or 
minimal personal information when originally contacting a network site. The user can 
give more information if he or she desires. Also, the user does not have to rely on a 
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third party to maintain privacy. The server computer 16 for the network site can 
operate more efficiently and allow more users to use the network or may deliver 
information to its users quicker. The server computer 1 6 does not need to generate 
the personalization logic because the client computer 1 2 may be used in assembling 
the personalization logic and append it to network address when communicating with 
a server computer 1 6 over the network 1 4. The benefits described herein may accrue 
to public and private networks of computers. 

[0041] In the foregoing specification, the invention has been described with reference to 
specific embodiments. However, one of ordinary skill in the art appreciates that 
various modifications and changes can be made without departing from the scope of 
the present invention as set forth in the claims below. Accordingly, the specification 
and figures are to be regarded in an illustrative rather than a restrictive sense, and all 
such modifications are intended to be included within' the scope of present invention. 

[0042] Benefits, other advantages, and solutions to problems have been described above 
with regard to specific embodiments. However, the benefits, advantages, solutions to 
problems, and any element(s) that may cause any benefit, advantage, or solution to 
occur or become more pronounced are not to be construed as a critical, required, or 
essential feature or element of any or all the claims. As used herein, the terms 
"comprises," "comprising," or any other variation thereof, are intended to cover a non- 
exclusive inclusion, such that a process, method, article, or apparatus that comprises 
a list of elements does not include only those elements but may include other 
elements not expressly listed or inherent to such process, method, article, or 
apparatus. 
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